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Cyber Security Policy

Hanson Springs will maintain appropriate both physical security and cyber security of it s Information

Infrastructure, alongside our GDPR Policy this entails.

Physical Security

On Site Storage will be located on Redundant Disk Arrays locked in secure locations. Only Management will

have access to these locations.

Storage will all be centralised with most clients being Thin dumb terminals

Where Fat Clients are required, no company databases will be stored locally.

Offline backups will be Encrypted with a minimum 128bit AES encryption before being removed offsite.

Cyber Security

All Fat Clients will be protected with Commercial AV Software such as Norton Antivirus. Or McAfee, and set to

auto update.

File Servers will be protected with Trend AV Software and updated daily.

Email Servers will be protected with Trend AV Software and updated daily.

Hardware Firewalls will be utilised to restrict access to our internal network and specific servers.

No access to the Internet will be allowed from Thin Client Sessions

Guest Wifi will always be on a physically separate IP/network to our Company Wifi.

Air Gap Backups will be performed daily to protect against Ransomware.

No access to our Company Network will be available from our Website.
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